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We are The Wilkes Partnership LLP. We are a Limited Liability Partnership registered in England and
Wales with registered number OC364479 whose registered address is at 41 Church Street, Birmingham,
West Midlands, B3 2RT. In this privacy notice we will refer to ourselves as ‘the Firm’, ‘we’, ‘us’ or ‘our’.

You can get hold of us in any of the following ways:

s

By phoning us on 0121 233 4333 and asking to speak to Andrew Garland;

By emailing dataprotection@wilkes.co.uk;

By writing to us at F.A.O. Andrew Garland, The Wilkes Partnership LLP, 41 Church Street,
Birmingham, West Midlands, B3 2RT.

NG

We take the privacy, including the security, of personal information we hold about you seriously. This
privacy notice is designed to inform you about how we collect personal information about you and how
(as data controllers) we use that personal information. You should read this privacy notice carefully so
that you know and can understand why and how we use the personal information we collect and hold
about you,

We do not have a Data Protection Officer, but if you have any questions about this privacy notice or
issues arising from it then you should contact Andrew Garland, who is our GDPR Partner and who is
responsible for matters relating to data protection at our Firm, including any matters in this privacy
notice. You can contact them using the details set out above.

In addition, Aaron Keene, our Compliance Officer for Legal Practice (COLP) oversees compliance with
our professional responsibilities and the reporting of any failures with legislative requirements, including
in respect of data protection.

We may issue you with other privacy notices from time to time, including when we collect personal
information from you. This privacy notice is intended to supplement these and does not override them.
We have a separate privacy notice in respect of our website which you can access from the links section

on our website.

We may update this privacy notice from time to time. This version was last updated on 21 October 2021.
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Key Definitions

We have explained some terms which are used in this privacy notice below in order to help
your understanding:

Data Controller: Under data protection law this is the organisation or person which is
responsible for deciding how personal information is collected and stored and how it is used

Data Processor: Under data protection law this is an organisation or person appointed by the
Data Controller to carry out certain tasks in relation to the personal information on behalf of,
and on the written instructions of, the Data Controller.

Personal Information: In this privacy notice we refer to your personal data as personal
information. Personal information means any information from which a living individual can be
identified. It does not apply to information which has been anonymised.

Special Information: Certain very sensitive personal information requires extra protection
under data protection law. Sensitive information includes information relating to health, racial
and ethnic origin, criminal convictions, political opinions, religious and similar beliefs, trade
union membership, sex life and sexual orientation and also includes genetic information and
biometric information.

Details of personal information which we collect and hold about you

Given the wide ranging nature of the legal services which we provide it is impossible for us to
list every different type of personal information which we may collect and use or which may be
provided to us by our clients or third parties. However, set out below are the general categories
of personal information which we may collect and in each case examples of the types of
personal information which we collect, use and hold:

General Category Types of Personal Data in that category

Identity Information This is information relating to your identity such as your name
(including any previous names), any titles which you use, gender,
marital status, date of birth, job title, employer and identifiers
(such as your client reference number).

KYC Information This is information which allows us to carry out Know-Your-Client
(KYC) checks as part of our regulatory obligations and includes
details of your passport, driving licence, utility bills or other
statements which show your address, and the results of any anti-
money laundering searches which we carry out.

In the case of corporate clients, these searches may be carried
out in respect of directors and shareholders.
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General Category Types of Personal Data in that category

Contact Information This is information relating to your marketing and
communications preferences.

Payment Information This is information about how you interact with our website and
our marketing communications.

Transaction Information This is information which we collect from your device and
includes internet protocol (IP) address, browser type and version,
time zone setting and location, browser plug- in types and
versions, operating system and platform, and other technology
on the devices you use to access our website.

Survey Information This is information which we have collected from you or which
you have provided to us in respect of surveys and feedback.

Marketing Information This is information relating to your marketing and
communications preferences.

Usage Information This is information about how you interact with our marketing
communications.

2.2 The types of personal information we collect may differ from person to person depending
on who they are and the relationship between us and you and/or our client. Those groups of
persons may include:

(@ Our clients and others in relation to legal services provided to our clients;

(b) Business contacts and organisations who we may work with in relation to matters and
legal services provided to our clients or who we may introduce our clients to in connection
with their matters or at their request; or

(c) Subscribers to our marketing communications.

2.3 We also collect, use and share Aggregated Information such as statistical or demographic
data for any purpose. Aggregated Information may be derived from your personal information
but is not considered personal information in law as this information does not directly or
indirectly reveal your identity. For example, we may aggregate your Usage Information to
calculate the percentage of users accessing a specific feature. However, if we combine or
connect Aggregated Information with your personal information so that it can directly or
indirectly identify you, we treat the combined information as personal information which will be
used in accordance with this privacy notice.
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Details of special information which we collect and hold about you

following types of special information about you: race/ethnic origin; criminal convictions;
political opinions; religious or philosophical beliefs; trade union membership; genetics;
biometrics; health; sex life and sexual orientation.

Whether we collect details of special information will depend on the nature of the matter in
respect of which we are instructed.

Data Security

We have put in place appropriate security measures to prevent your personal information from
being accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In
addition, we limit access to your personal information to those employees, agents, contractors
and other third parties as described in section 7.

They will only use your personal data on our instructions and they are subject to a duty of
confidentiality.

We have put in place procedures to deal with any suspected personal data breach and will
notify you and any applicable regulator of a breach where we are legally required to do so.

Details of how and why we use personal information

We are only able to use your personal information for certain legal reasons set out in data
protection law. Our service are not aimed at children, but we may provide services where

a parent/guardian is representing them. There are legal reasons under data protection law
other than those listed below, but in most cases we will use your personal information for the
following legal reasons:

(@) Contract Reason: This is in order to perform our obligations to you under a contract we
have entered into with you;

(b) Legitimate Interests Reason: This is where it is necessary for our (or a third party’s)
legitimate interests so long as those interests do not override your fundamental rights,
freedoms or interests;

(c) Legal Obligation Reason: This is in order to perform a legal or regulatory obligation by
which we are bound; and

(d) Consent Reason: This is where you have given us your consent to use your personal
information for a specific reason or specific reasons (however, see section 5.5 for details of
how you may withdraw your consent).
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5.2 As explained in section 3 above, there are more sensitive types of personal information which
require higher levels of protection. Where we process special information we will usually do this
in one of the following circumstances:

(@) Where we have your explicit consent (however, see section 5.5 for details of how you may
withdraw consent);

(b) Where it is necessary for the purposes of carrying out your or the Data Controller’s
obligations and exercising your or its specific rights in the fields of employment and social
security and social protection law;

(c) Where it is necessary in relation to legal claims;

(d) Where it is necessary for the purposes of preventive or occupational medicine, for the
assessment of the working capacity of an employee, medical diagnosis, the provision of
health or social care or treatment or the management of health or social care systems and
services (provided appropriate safeguards are in place);

(e) Where it is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes (provided appropriate safeguards are in place);

(f) Where you have made the personal data public, or

(g) Where it is necessary to protect vital interests and the relevant individual cannot give
consent.

5.3 In order to provide legal services to our client we will need personal information. If you fail to
provide us with the required personal information then we may be prevented from providing
legal services to our client (for example, if you do not supply us with KYC Information
requested then we may not be able to meet our legal and regulatory obligations and will have
to stop providing services to you/client).

54 It is important that you keep your personal information up-to-date. If any of your personal
information changes please contact us as soon as possible to let us know. If you do not do
this then we may be prevented from supplying legal services to you/ our client for example,
if you change email or postal address and do not tell us then confidential documents may be
delivered to the wrong address.

5.5 In the limited circumstances where we rely on consent for a specific purpose as the legal
reason for processing your personal information, then you have the right under data protection
law to withdraw your consent at any time. If you do wish to withdraw your consent then please
contact us using the details set out at the beginning of this notice. If we receive a request from
you withdrawing your consent to a specific purpose then we will stop processing your personal
information for that purpose unless we have another legal reason for processing your personal
information.
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5.6 We have explained below the different purposes as to why we use your personal information
and in each case the legal reason(s) on which we can use your personal information. Please

also note the following:

(@) If we use the Legitimate Interests Reason as the legal reason for which we can use your
personal information then we have also explained what that legitimate interest is; and

(b) For some of the purposes we may have listed more than one legal reason on which we
can use your personal information because the legal reason may be different in different
circumstances. If you need confirmation of the specific legal reason that we are relying on
to use your personal information for that purpose then please contact us using the contact
details set out at the start of this privacy notice.

Purpose

Legal Reason(s) for using the personal information

To register our clients with us

Contract Reason.

Legal Obligation Reason.

Legitimate Interests Reason (in order to provide legal
services to our clients which helps us to meet our
obligations and to develop our business).

To provide legal services to
our clients and to fulfil the
contract with our client which
includes taking payment from
our client, advising our client of
any updates in relation to their
contract (including to update
them as the matter progresses)
or any enforcement action
against our client to recover
payment.

Contract Reason.

Legal Obligation Reason.

Legitimate Interests Reason (in order to provide legal
services to our clients, to fulfil our contract with our client
and in order to recover money which our clients owe us)

To manage our contract with
our client and to notify our
client of any changes.

Contract Reason.

Legal Obligation Reason.

Legitimate Interests Reason (in order to provide legal
services to our clients and to fulfil our contract with our
client).

To comply with regulatory, audit
and accounting matters.

Legal Obligation Reason.

To investigate claim, defend and
deal with legal claims brought
against us.

Contract Reason.
Legitimate Interests Reason (in order to protect and defend
our business).
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Purpose Legal Reason(s) for using the personal information

To improve the legal services Legitimate Interests Reason (in order to improve the legal

which we supply. services we provide for future clients and to grow our
business.)

To recommend and send Legitimate Interests Reason (in order to grow our business).

communications to you about Consent Reason.
our legal services that you may
be interested in.

The prevention of fraud, Legal Obligation Reason.
money laundering and other
compliance matters.

Marketing

We may use your ldentity, Contact, Transaction and Usage Information to form a view on what
we think you may want or need, or what may be of interest to you. This is how we decide which
services and offers may be relevant for you (we call this marketing).

You will receive marketing communications from us if you have requested information from
us or we have provided legal services to you and, in each case, you have not opted out of
receiving that marketing.

Third-party marketing
We will get your express opt-in consent before we share your personal information with any
third party for marketing purposes.

Opting out/Unsubscribing

You can ask us or third parties to stop sending you marketing messages at any time by
following the opt-out/unsubscribe links on any marketing message sent to you or by contacting
us (on the details listed above) at any time.

Where you opt-out of or unsubscribe from receiving these marketing messages, this will not

apply to personal information provided to us as a result of legal services provided to our client
or other transactions.
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Change of purpose

We will only use your personal information for the purposes for which we collected it, unless
we reasonably consider that we need to use it for another reason and that reason is compatible
with the original purpose. If you wish to get an explanation as to how the processing for the
new purpose is compatible with the original purpose, please contact us (using the details set
out at the beginning of this privacy notice).

If we need to use your personal information for an unrelated purpose, we will notify you and we
will explain the legal basis which allows us to do so.

Please note that we may use your personal information without your knowledge or consent, in
compliance with the above rules, where this is required or permitted by law.

Details of how we collection personal information and special information

We may collect Identity Information, Contact Information, Payment Information, Transaction
Information, Survey Information, Marketing Information, and Special Information directly from
you when you fill out a form, survey or questionnaire, instruct us to provide legal services or
contact us by e-mail, website, telephone, in writing or otherwise. This includes the personal
information which you provide to us when you subscribe to our mailing list and/or enter a
competition or survey.

We may also receive some of your personal information from third parties or publicly available
sources. This includes:

S

Our clients (where you are not our individual client);

Payment Information from our bank and third party payment provider;

Identity Information and Contact Information from publicly available sources such as

websites, Companies House, HM Land Registry and Courts;

(d) Identity Information and Contact Information from third parties such as accountants,
solicitors, Legal Aid, tax advisors, experts, counsel (barristers), credit agencies, insolvency
practitioners and other organisations who may refer you to us (including organisations with
whom we have referral arrangements in place with), or who we deal with in the course of
acting for our client;

(e) Service providers who provide anti-money laundering checks.

OGS

We may also receive some personal information (such as Usage Information) from automated
technologies. For example, these will tell us about if you have opened a marketing
communication e-mail from us and whether you have clicked on any links in it.
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Details about who personal information may be shared with

We may need to share your personal information with other organisations or people. These
organisations include:

(@) Third parties, including:

(i) Suppliers: Suppliers: Such as IT support services, payment providers, administration
providers, marketing agencies, debt collectors, anti-money laundering checking
agencies, who may be based inside or outside of the United Kingdom;

(i) Government bodies and regulatory bodies: Such as the Solicitors Regulation
Authority, the Legal Ombudsmen, HMRC, Companies House, HM Land Registry and
Courts, tribunals and fraud prevention agencies who are based in the United
Kingdom;

(iiiy Our advisors: Such as solicitors, counsel (barristers), accountants, auditors,
insolvency practitioners, insurance companies who are based in the United Kingdom;

(iv) Our bankers: Who are based in the United Kingdom.

(v) Third parties: Who we deal with in the course of acting for our client such as,
solicitors, counsel (barristers), accountants, auditors, Legal Aid, tax advisors, experts,
credit agencies and insolvency practitioners who may be based inside or outside of
the United Kingdom;

(viy Enquiry Agents: Who are based within the UK;

(vii) Email platforms: Who are based outside of the UK;

(b) Any organisations which propose to purchase our business and assets in which case we
may disclose your personal information to the potential purchaser.

Depending on the circumstances, the organisations or people who we share your personal
information with will be acting as either Data Processors or Data Controllers. Where we share
your personal information with a Data Processor we will ensure that we have in place contracts,
which set out the responsibilities and obligations of us and them, including in respect of
security of personal information.

We do not sell or trade any of the personal information which you have provided to us.

Details about transfers to countries outside of the United Kingdom

If any transfer of personal information by us will mean that your personal information is
transferred outside of the United Kingdom then we will ensure that safeguards are in place to
ensure that a similar degree of protection is given to your personal information, as is given to
it within the United Kingdom and that the transfer is made in compliance with data protection
laws (including where relevant any exceptions to the general rules on transferring personal
information outside of the United Kingdom which are available to us — these are known
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as ‘derogations’ under the data protection legislation). We may need to transfer personal
information outside of the United Kingdom to the third parties listed above in section 7 who
may be located outside of the United Kingdom as part of legal services we provide or we may
need to transfer personal information outside of the United Kingdom where required to do so
for the matter in question.

The safeguards set out in data protection laws for transferring personal information outside of
the United Kingdom include:

(@) Where the transfer is to a country or territory which has approved as ensuring an adequate
level of protection;

(b) Having in place a standard set of clauses which have been approved for use in the United
Kingdom;

(c) Compliance with an approved code of conduct by a relevant data protection supervisory
authority (in the UK, this is the Information Commissioner’s Office (ICO);

(d) Certification with an approved certification mechanism; or

(e) There is an approved specific arrangement in respect of certain countries.

We may also transfer personal information about you outside of the United Kingdom where
there are no safeguards in place but where the data protection laws allow us to.

These situations include the transfer of personal information outside of the United Kingdom
where:

(@ You have explicitly consented after being informed of the risks involved in transfers where
appropriate safeguards are not in place;

(b) It is necessary for the performance of a contract between you and us or for pre-contractual
steps taken at your request;

(c) Itis necessary for the performance of a contract made in your interests between us and
another person; or

(d) It is necessary to establish, exercise or defend legal claims.

Details about how long we will hold your personal information

We will only hold your personal information for as long as is necessary. How long is necessary
will depend upon the purposes for which we collected the personal information (see section

5 above) and whether we are under any legal or regulatory obligation to keep the personal
information (such as in relation to accounting or auditing records, for tax reasons or due to
obligations set by our regulator, the Solicitors Regulation Authority). We may also need to keep
personal information in case of any legal claims, including any claims against us in relation the
legal services provided.
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You can contact us (using the details at the beginning of this notice) to request a copy of our
retention policy which sets out how long different types of personal information will be kept for.

Automated decision making

Automated decision making is where a decision is automatically made without any human
involvement. Under data protection legislation this includes profiling. Profiling is the automated
processing of personal data in order to evaluate or analyse certain personal aspects of a
person (such as their behaviour, characteristics, interests and preferences).

Data protection laws place restrictions upon us if we carry out automated decision making
(including profiling) which produces a legal effect or similarly significant effect on you.

We do not carry out automated decision making (including profiling) which produces a legal
effect or similarly significant effect on you. If we do decide to do this then we will notify you and
we will inform you of the legal reason we are able to do this.

Your rights under data protection law

Under data protection laws you have certain rights in relation to your personal information, as
follows:

(@) Right to request access: (This is often called ‘subject access’). This is the right to obtain
from us a copy of the personal information which we hold about you. We must also provide
you with certain other information in response to these requests to help you understand
how your personal information is being used.

(b) Right to correction: This is the right to request that any incorrect personal data is
corrected and that any incomplete personal data is completed.

(c) Right to erasure: (This is often called the ‘right to be forgotten’). This right only applies in
certain circumstances. Where it does apply, you have the right to request us to erase all of
your personal information.

(d) Right to restrict processing: This right only applies in certain circumstances. Where it
does apply, you have the right to request us to restrict the processing of your personal
information.

(e) Right to data portability: This right allows you to request us to transfer your personal
information to someone else.

() Right to object: You have the right to object to us processing your personal information
for direct marketing purposes. You also have the right to object to us processing personal
information where our legal reason for doing so is the Legitimate Interests Reason (see
section 5 above) and there is something about your particular situation which means that
you want to object to us processing your personal information.
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11.2 If you want to exercise any of the above rights in relation to your personal information then
please contact us using the details set out at the beginning of this notice. If you do make a
request then please note:

(@) We may need certain information from you so that we can verify your identity;

(o) We do not charge a fee for exercising your rights unless your request is unfounded or
excessive; and

(c) If your request is unfounded or excessive then we may refuse to deal with your request.

11.3 In addition to the rights set out in section 11.1, where we rely on consent as the legal reason
for using your personal information then you have the right to withdraw your consent. Further
details about this are set out in section 5.5.

12. Complaints

If you have a complaint in relation to the way that we have handled or used your personal information
then you have the right to complain to the UK supervisory authority for data protection, which is the
Information Commissioner’s Office (ICO). However, we would appreciate if you contacted us in the first
instance if you wish to raise any queries or make a complaint in respect of our handling or use of your
personal information. You can contact us using the details set out at the beginning of this privacy notice.
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